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Goal of these tests

To investigate how the DNS service
behaves and what the consequences are
for the end-users when servers at .se or

root level Is subjected to stress and
Inconsistencies.



DNS from a users point of view (RFC 1034)

Domain name space N
— |
- request
- = application} <_response resolver
 —

 "From the user's point of view, the domain system is accessed
through a simple procedure or OS call to a local resolver. The
domain space consists of a single tree and the user can request
information from any section of the tree.” - (RFC 1034)



DNS query

Forwarding
server
Client

Request: IP-address for www.pts.se”>

Request - ”IP-address for www.pts.se”

Name server for
the root zone

Response - List of name servers for the .se zone:
SE-DNS.GBG.NETNOD.SE
SUNIC.SUNET.SE

Request - ”IP-address for www.pts.se”

Name server for
the .se zone

Response - List of name servers for the pts.se zone:

Request - ”’IP-address for www.pts.se”

3l

Name server for
the pts.se zone

Response: www.pts.se has IP-address x

>

<

Response - www.pts.se has IP-address xx




Case A

Case B

Case C

Case D

Client

Forwarding server

<

Root-zone
Req — | P-address for Www.pts.se’?’ Cache Req — | P-address for www.pts.se? >
] < Resp — Name serversfor .se @
No Cache! _
Req — |P-address for www.pts.se? > S€-zone
- 1l
Resp — Name servers for pts.se
- PTS
Resp —www.pts.se has | P-address . < Req — IP-address for www.pts.se > Eﬂ
< Resp — www.pts.se has | P-address ...
.Se-zone
request — | P-address for WWW.ptS.% L Req — | P-address for www.pts.se? >
= se cached! Resp — Name serversfor pts.se ore
< Resp — www.pts.se has | P-address . < Req — | P-address for www.pts.se? > ﬂﬂ
Resp — www.pts.se has | P-address ...
|_| request — IP-address for Www.pts.ge Req — | P-address for www.pts.se? PTS
—] pts.se & .se « 5 e > m
—www.pts.se has IP-address ...
< Resp —www.pts.se has | P-address .. cached! =P g
request — | P-address for www.pts.se
| | > WWW.pts.se
|
Resp — www.pts.se has | P-address .. cached!




Cache Timeouts

Forwarding
server CaChe Name Server
Client sunic.sunet.se  ttl= countdown for the root-zone
fu_| nic.lth.se ttl= countdown
— 1
L ns.uu.net ttl= countdown
Server
startu
request —z110.se? request — z110.se?
< > * >
reauest — 7111567 TL=2d response -Name servers for .se are:
< Sques - — > TTL<2d * sunic.sunet.se ttl= 2d
e nic.lth.se ttl=2d
request — z112.se? > * nNS.uu.net ttlI=2d
< TTL<2d o se-dns.sth.netnod.se  ttl=2d
) « se-dns.gbg.netnod.se  ttl=2d
* se-dns.mmo.netnod.se  ttl= 2d
vTTL:O » se-dns.svl.netnod.se  ttl=2d
request —z210.se? request — z211.se?
> > < >
TL=2d response —Name servers for .se are:
_ ?) . .
< request — 2211 se- - e sunic.sunet.se ttl=2d
e nic.lth.se ttlI= 2d
* NS.UuU.net ttlI= 2d
 se-dns.sth.netnod.se ttlI=2d
» se-dns.gbg.netnod.se  ttl=2d
e se-dns.mmo.netnod.se  ttlI= 2d
YTTL:O e se-dns.svl.netnod.se  ttl= 2d




Some TTL values (November 2002)

Zon TTL for NS TTL for A
Root 6 days 41 days, 16 hours
Root about TLD 2 days 2 days
.se about domains below .se 1 day

Verisign about domains below .com, 2 days

.net och .org

.NU Domain about domains below .nu | 1 day
www.sverigedirekt.riksdagen.se 1 day
www.regeringen.se 1 day
WWW.pts.se 1 day
www.tt.se 1 day




Resolver Software

Bind 9
- Bind 9.2.0

Bind 8
- Bind 8.3.3

Microsoft
- DNS service running on Windows 2000 5.00.2195

Cisco
- Cisco Registrar DNS 5.5.1



The test environment

Name servers

Root
Name servers

. TLD
_ Forwarding Network-
Client server Name servers
’_ﬂ emulator Main domain

]
- I

Lab

Target system

|

Network Analyzer




The traffic generator

a DHs Trafikgenerator v0.3 - Microsoft Internet Explorer
File Edit WView Favorites Tools Help

() Back - €3 -~ [x] [2] @0 | ) Sgarch <7 Favorites @ Media £2) | A+ i - @ 3

Address @ http:flocalhost

sistester.al se sent... Unable to Eesolve HostMName
fistester.al se sent... Unable to Eesolve HostMName
fistester.a3 se sent.. Unable to Eesolve HostMName
fistester.ad se sent... Unable to Eesolve HostMName
fistester.ad se sent.. Unable to Eesolve HostMName
iistester.af se sent.. Unable to Eesolve HostMame
iistester.a’ se sent.. Unable to Eesolve HostMName
iistester.al se sent.. Unable to Eesolve HostMName
fistester.a® se sent.. Unable to Resolve HostMName
iistester.all.se sent... Unable to Resolve HostName

DNSServer: 102.71.80.162

Timeout: ) ms

Interval: 0 s

Normal: 0.00% (0)

Unable to Eesolve HostiName: 100.00% {10)
DNS Request Timed Cut: 0,00% (09

DNS:|192.?1.8D.152 TnStm:lfrﬂ-D TuStap:IErﬂﬂ Step] 100 Int|0 Prefiistestera  Stari|l

Mo :|1'|:|' '['I_]};I.E e kar

@ Dorie

I_ I_ I_ |§ﬂ Local intranet

S KN




Test 1 - Behavior of resolver at start-up

Forwarding
server

ﬂ
start

Name servers

Config.file <
(root hints)

tid

Local file with "root hints”
where used?

When did the update of root
servers occur?

How did the resolver choose which
server to use from the “root hints”

for root
request — Name servers for root? >
response — Name servers for root are;
H.ROOT-SERVERS.NET TTL= 6 days
B.ROOT-SERVERS.NET TTL= 6 days
Bind 8 Bind 9 MS DNS CNR
YES YES YES YES
After the first .
At start-up request from the QLSS r_equest At start-up
. from the client
client
Random Random Random PSSR e et
server (A-root)




Test 2 - Method for choosing root server

Name servers
for root

Forwarding
Client server »

A.ROOT-SERVERS.NET

L request — IP-address for www.iis.s‘e

M.ROOT-SERVERS.NET

A-ROOT B-ROOT  C-ROOT D-ROOT E-ROOT F-ROOT  G-ROOT H-ROOT [-ROOT  J-ROOT K-ROOT L-ROOT  M-ROOT
BIND8| 2,7% | 22% | 16% | 2,/% | 1,1% | 1,1% | 16% | 22% [ 70,7% | 2,7% | 8,7% | 16% | 1,1%
BIND 9 100%

MS DNS 100%
Cisco CNR| 13% 4% 4% 10% 3% 3% 9% 7% 16% 8% 16% 4% 3%

Method: Approx 200 requests to different servers. The first 20 request where discarded.

Note: I-root had the best response time from the test network.



Test 3 - Method for choosing tld server

Forwarding

Name servers
for .se

Client
| = request — |P-address for WWW.iiS.ge
SUNIC.SUNET.SE
nic.lth.se ns.eu.net ns.uu.net se-dns.gbg.netnod.se | se-dns.sth.netnod.se sunic.sunet.se

BIND 8 2% % 2% 0% 1% 88%
BIND 9 1% 10% 89%
MS DNS 100%
Cisco CNR 20% 12% 10% 12% 12% 34%

Method: Approx 100 requests to different servers. The first 20 request where discarded.

Note: sunic.sunet.se had the best response time from the test network.




Test 4 - Absence of all root-servers but one

Forwarding
server

Name servers

for root

M.ROOT-SERVERS.NET

Got response?

Did if search thru the root
list until a server was
found?

Time out between
requests?

Bind 8 Bind 9 MS DNS CNR
YES YES YES YES
YES YES YES YES
4 sec 2 sec 3 sec 4 sec




Test 5- Absence of all

Method of selecting
which root-server to try
next

Time-out between
request

Forwarding

root-servers at start-up

Name servers
for root

M.ROOT-SERVERS.NET

Bind 8 Bind 9 MS DNS CNR
Random Random Random In order (a-m)
4-8 sec ... 2 sec, 8 sec after 52 3 sec, .. 4 sec, ...

SECHE




Test 6 - Absence of all root-servers but one while
running

Name servers |
Forwarding for root
server > |

————————— i -

M.ROOT-SERVERS.NET

Bind 8 Bind 9 MS DNS CNR

If the following are true does the resolver
answer queries:

— One root server is reachable YES YES YES YES

— All TTL have expired for cached
information about the TLD name server




Test 7 - Absence of all root-servers while running

Name servers
Forwarding for root Lo
server >

M.ROOT-SERVERS.NET

Bind 8 Bind 9 MS DNS CNR

If the following are thru does the resolver
answer queries:

— Root servers are not reachable NO NO NO NO

— All TTL have expired for cached
information about the TLD name server




Test 8 - Packet-loss

- Forwarding
Client server Name servers
DNS-
testtool ﬂ @
request —z110.se? >
§ request — z110.se?
o
(o)
1
g request —z110.se?
]
£
|_
request — z110.se?
< < -
response —z110.se? response —z110.se?
v
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Distribution of response times at 0% packet-loss
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Distribution of response times at 2% packet-loss
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Svarstid (s)

Distribution of response times at 10% packet-loss
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Distribution of response times at 20% packet-loss

——Bind 8 —e—Bind 9 Microsoft —<— Cisco
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Svarstid (s)

Distribution of response times at 50% packet-loss
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Test 9 - 5 seconds packet delays
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Test 10 - Absence of all root-servers while running
when a the TLD name server Is cached.

Name servers
Forwarding for root Lo
server » 0

M.ROOT-SERVERS.NET

Bind 8 Bind 9 MS DNS CNR

If the following are thru does the resolver
answer queries:

— Root servers are not reachable

— All TTL have expired for cached
information about the root name server NO NO NO NO

— All TTL have expired for cached
information about the target

— TTL has not expired for cached
information about the TLD name server




What If all tld servers are unavailable?

Percentage of resolvers

that are down.
A
100% ——
50% ——
10% ——
. | i
4h48m 24.h 48 h

*  prerequisites
— No re-starts of the resolvers.

— This implies that the TLD is up to date and cached. TLD that are not in the cache are not available at
all.

— The TTL for the TLD name server are 48 hours
— etc...



The ”expire”-value

Zon Expire
rot 7 days
.se 28 days

.com 7 days
.nu 30 days




Client applications - Email

MAIL.E1.SE MAIL.E2.SE

D 2. smtp g DI
<
%
1. 3. Z
S %
S5

adam@E1.SE bertil@E2.SE



Client applications - Web

7} Aftonbladet - Sveriges Nyhetsportal - Microsoft Internet Explorer =10 x|

File Edit WView Favorites Tools Help | i ,'

(JBack » €3 + [¥] 2] w| ) Search ¢ Favorites @ Media £ | T | Q3

Address [&] http://212.112.162.203/ ~| EJce |unks

(=] (=] kbp & slj bil kbp & sl bat kdp & silj prolar =
-

kolumnizter
-tipsa oss

nije & puls
ekonomi & bidrs

“Forbjud barn att ha
mobiltelefoner”

b 50 likare slar larm Vill ha mobilstopp pa offentliza platser.

Tror du att det &r farligt for barn att prata i mobiltelefon? CJa
. e C Vet ej bk Se resultat

”17-aringen skyldig till minst ett av
morden”

F Washington: MNu niktas misstankama mot krvpskvitens stvvson
Allagaren: 17-aringen héll i vapnet vid minst ett av morden.

Akzo Nobel sdljer ut - 180 far ga

b 180 anstdllda i Malmd fordorar sina joblk Akzo Nobel siljer delar av sin
vetksamhet.

|@ Error on page.

b sex & kiirek

=

Fvira av tio otrogna

= re

Fi
mot sin partner wi
20.000 natlisare 1 di
stor undersékning L
P beritta Hur har du n
drabbats av i
otrohet? ut

L&

E
E Sa
tri
L&

i

A

|
l_ l_ l_ | Internet




Client applications - Web

<} Cannot find server - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

iPBack ~ CJ - [x] 2] .‘;j; ) search <7 Favorites @ Media %) | A~ = - [ . 3

Address IEI http:/fwww . aftonbladet.se fvss/nyheter fstory/0, 2759, 220453, 00.html j Go

B The page cannot be displayed

The page vou are looking for i= currently unavailable. The web
zite might be experiencing technical difficulties, or you may need
to adjust your browser settings.

Flease try the following:

¢ Click the Refresh button, or try again later.

+ If vou typed the page address in the Address bar, make
zure that it is spelled correctly.

* To check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings =hould match those
provided by your local area netwark (LAN) administrator or
Internet service provider (ISF).

¢ If yvour Network Administrator has enabled it, Microsoft
Windows can examine your network and automatically
discover network connection settings.

If vou would like Windows to try and discover them,
click @ Detect Networlk Settings

* Some sites require 128-bit connection security. Click the
Help menu and then click About Internet Explorer to
determine what strength security you have installed.

s If vou are trying to reach a secure site, make sure vour
Security settings can support it. Click the Tools menu, and
then click Internet Options. On the Advanced tab, scroll
to the Security =ection and check settings for S5L 2.0, S50
3.0, TLS 1.0, PCT 1.0.

s Click the © Back button to try another link.

|&] Done I_ I_ I_ | Internet

N




Client applications - Web
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Conclusions

The DNS system is well designed and works very well in
practice.

DNS handles network disturbances very well.

All tested resolvers did what they where expected to do
and did if well.

Most applications are dependent on DNS and does not work
very well without it.

There iIs no easy way to replace DNS if it fails.



More information about the tests

This presentation and the full test specification (in
Swedish) are provided at:

http://www.iis.se/meta/english.shtml
http://www.learnswedish.nu

For questions contact me:
rd@tilde.se
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